Introduction
Over the past year, there has been an explosion of interest -and a frenzied up-swing in trading -in Bitcoins.
1 From a socio-economic perspective, this offers an unusual opportunity to observe the emergence and development of an entirely new, and so far unregulated, kind of market. Scholars interested in the law and policy of financial services regulation are also presented with an important opportunity to test assumptions that we blithely make about the ways in which regulation interacts with business and commercial activity. 2 Policymakers may confront a moment of truth -to regulate or not to regulate, and when, and how.
What is particularly worrisome about these questions is that the United States has a long history of awaiting financial disaster before instituting regulatory measures or basic reforms. Indeed, the history of federal legislation concerning bank regulation and supervision is essentially a seismographic record of every major financial crisis in the nation"s history.
One can only hope that the record might be different this time. The Financial Crimes Enforcement Network (FinCEN) of the U.S. Treasury Department has in fact been addressing these issues since 2011, when it amended definitions and other regulations relating to money services businesses, among other things, to refine the definitions of dealers in foreign exchange and money transmitters, 1 and to amend regulations relating to prepaid access to currency. 2 In March 2013, it issued its own interpretive guidance to clarify that certain activities involving "convertible" cryptocurrencies as media of money transmission may be subject to the Bank Secrecy Act 3 and the FinCEN regulations. 4 Firms that create, obtain, distribute, exchange, accept, or transmit virtual currencies may be subject to FinCEN's registration, reporting, and recordkeeping requirements. In November 2013, FinCEN announced that it was working collaboratively with government and industry partners to close gaps in U.S. regulations that might be exploited by criminals using virtual currencies for illegal activities like money laundering.
5
In addition to FinCEN, other agencies looking at the regulatory implications of cryptocurrencies include the Securities and Exchange Commission, the Internal Revenue Service, the Federal Election Commission, and the Federal Reserve.
6

Origin and Operation
The Bitcoin enterprise started in 2009 based on a computer science research paper by the pseudonymous "Satoshi Nakamoto," an individual or group of individuals that developed complex algorithms the solution of which earns players digital tokens called Bitcoins. 7 As early users entered the network, they became a part of a decentralised infrastructure that hosts Bitcoin's open-source program. The computers joining the network immediately began capturing virtual coins. The network's protocol was designed to release a new block of Bitcoins every 10 minutes until all 21 million were released, with the blocks getting smaller as time goes on. If the user takes more than 10 minutes to guess the correct code, the Bitcoin program adapts to make the puzzle easier. If the user solves the problems in less than 10 minutes, the code becomes harder. Until the second half of 2013, most Bitcoin origination was done on the individual computers of digital-money fanatics.
5 However, as the value of a single Bitcoin skyrocketed, the competition for new coins quickly turned into "mining" as an industrial enterprise. Efficiencies were achieved through the use of "miners," specialists that vie to solve algorithms at competitive rates to generate large quantities of Bitcoins. One such mining operation, Cloud Hashing, was profiled in the New York Times in December 2013, "[o] n the flat lava plain of Reykjanesbaer, Iceland, near the Arctic Circle."
6 "Reykjanesbaer" "Reykjanesbaer" seems an appropriately mythic-sounding location for the mining of virtual gold. At Reykjanesbaer, high-capacity computers run an open-source Bitcoin program, performing complex algorithms 24 hours a day. If they identify the correct answers before competitors around the world, they win a block of 25 new Bitcoins from the virtual currency's decentralised network. While the network is programmed to release 21 million coins eventually, as of year-end 2013, slightly more than half of the anticipated maximum number of bitcoins was already out in the world. However, since the system is designed to release Bitcoins at a progressively slower rate, the complete mining of all bitcoins could take more than 100 years.
A further important feature has been the emergence of digital exchanges, like Mt. Gox, the largest until its recent collapse. The exchanges operate as secondary markets where persons could buy or sell Bitcoins using conventional currencies, with a fee paid to the respective exchange.
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Legal Characterisations
The emergence of these "conversion" trades -cryptocurrency for conventional currency -has created a critical problem. There is "a growing 1 Virtual Currency Schemes at 21. 2 Id. at 21, 24. It is widely believed that the first commercial transaction in which Bitcoins were used as a means of payment occurred in Jacksonville, Florida, in 2010, when a software programmer named Laszlo Hanyecz exchanged 10,000 Bitcoins in payment for two Papa John"s pizzas worth approximately $30.00. Bilton (2013) . Mr. Hanyecz had "mined" the Bitcoins by solving a series of algorithms set by a Bitcoin mine in Iceland. 3 Virtual Currency Schemes at 21-23. 4 Id. at 21. 5 Popper (2013) at 1. 6 Popper (2013) . 7 Mt. Gox was sold to a Japanese Bitcoin firm in 2011. Bilton (2013) . trend of real monetary trading . . . , the exchange of virtual objects with real currencies," 1 without a clear understanding of the legal nature of cryptocurrencies. Despite the generic way in which cryptocurrencies are often referred to, there are at least three distinct types of arrangements to be addressed. A 2012 study by the European Central Bank (ECB) divides virtual currencies into three categories: (1) closed; (2) unidirectional; and (3) bidirectional.
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A closed virtual currency is used exclusively in the internal trade of virtual goods in a virtual world, like the game Monopoly or its online equivalents. 3 Contextually, the cryptocurrency mimics real-world currency, but without practical or legal consequences.
A unidirectional virtual currency involves a purchase-only framework, in which real-world currency is used to buy a virtual currency or scrip, essentially allowing a prepayment or credit against online purchases of real-world goods or services.
4 This is very common as a customer-loyalty or advance-revenue device, 5 as in the case of marketers such as Amazon and Facebook. A bidirectional virtual currency involves free-flowing interactions between real and virtual contexts. 6 The interplay between these two contexts raises the possibility of significant fraud or manipulation as transactions flow back and forth across the permeable boundary between the two.
While it is clear that Bitcoin trading is bidirectional, how to characterise, as a legal matter, what is involved in Bitcoin origination and trading remains a critical issue. The outcome of this issue could determine the appropriate regulatory approach, if any, to be taken with respect to cryptocurrencies like Bitcoin. For example, if Bitcoins really are a "virtual currency" -a meaningless phrase, a glib metaphor -then fiscal supervision by the Federal Reserve might be the most appropriate approach to regulating Bitcoin activity. However, if they are in any significant sense "currency," then treatment under the U.S. securities regulation framework is categorically ruled out, since "currency" is excluded from the statutory definition of "security."
8 In contrast, under that characterisation, Bitcoins, at least if involved in a contract for future delivery, would be "commodities" subject to supervision by the Commodity Futures Trading Commission (CFTC). 9 On the other hand, if we consider the term "currency" -undefined in the federal securities and commodities lawsas referring only to conventional, government-sponsored currency, then we may need to consider whether the financial obligation represented by a Bitcoin may actually be a form of "note." As a "note," a Bitcoin would be a "security" for certain purposes under the securities laws.
1 Furthermore, recent news reports have indicated that Bitcoins are beginning to be accepted by more and more vendors as a form of payment.
2 If in fact it becomes a commonplace that Bitcoins operate as a payment mechanism, then we must deal with the possibility that they should be subject to transactional rules of article 3 of the UCC, and possibly other selected provisions of the Code. It is at this point that we begin to think about the contractual aspects of Bitcoins.
Bitcoins as Property
At a very elementary level, we could simply characterise Bitcoins as intangible property, worth whatever willing buyers and sellers consider them to be worth. This approach is implicit in the FBI seizure in October 2013 of the assets of Silk Road and its founder, Ross "Dread Pirate Roberts" Ulbricht, on hacking, money laundering and narcotics trafficking charges.
3 Silk Road was an Internet site that hosted anonymous, Bitcoin-based drug and gun sales. The seized assets included one of the world"s largest accumulations of Bitcoins, a portion of which were publicly auctioned on 27 June 2014 as property of a criminal enterprise. 4 The obvious difficulty that results from this characterisation is that there will be no clear and consistent institutional setting within which to determine valuation, outside of specific transactions.
Within specific transactions, however, one would have a very concrete measure of the value of the Bitcoin. For example, in March 2014 the U.S. Internal Revenue Service released guidance indicating that it would treat Bitcoin and other cryptocurrencies as property for tax purposes, not as currency.
5 As a result, determinations of income and valuation would apply rules that govern stocks and barter transactions. If this logic is followed consistently, Bitcoins held for more than a year and then sold or traded would pay significantly lower capital gains tax rates, as opposed to rates applicable to ordinary income. Likewise, in a falling Bitcoin market, losses from sales of or trades involving Bitcoins held for more than a year could be deducted from that "currency is a commodity as defined under the CEA" and that currency transactions "for future delivery" fall within the CEA). 1 Reves v. Ernst & Young, 494 U.S. 56 (1990) (holding that notes that are subject of common trading and bear a "family resemblance" to securities fall within definition of "security" for purposes of federal securities laws). 2 In December 2013, Overstock.com, a major online discount retailer, announced that it would begin accepting Bitcoin within the next six months. Wingfield (2013) . 3 Fingas (2013) . 4 Cooper (2014). capital gains, but only up to $3,000.00 in such losses could be deducted from ordinary income.
Bitcoins as Securities
One obvious alternative is to characterise Bitcoins as securities, subject to the federal securities laws.
1 In 2013 article, Ruoke Yang argued that unorthodox settings like Bitcoins should be treated as "investment contracts," one identified type of "security" in the definition of the term within the federal securities laws.
2 This is subject to a three-factor test adopted by the U.S. Supreme Court in the classic case SEC v. W.J. Howey Co.
3 The Court interpreted the term "investment contract," undefined by the statute, to mean "a contract, transaction or scheme whereby a person invests his money in a common enterprise and is led to expect profits solely from the efforts of the promoter or a third party" 4 The first factor -an investment of money -seems easily met in the case of the Bitcoin, since it is a bidirectional cryptocurrency. Second, the investment must be in a common enterprise, and this is where Yang"s analysis becomes problematic. The anonymous peer-to-peer nature of the network, and the fact that there is no enterprise to which Bitcoin value relates may make any notion of a common enterprise a difficult one to sustain. As Yang notes, the cases themselves are not particularly consistent in their approaches to interpreting "common enterprise."
6 Cases often take off in quite disparate directions, looking for "horizontal" relationships among investors or "vertical" relationships between investors and promoter. 7 The problem with cryptocurrencies like the Bitcoin would seem to be that the relationships, horizontally or vertically, are too disparate and individualised to support commonality.
This observation leads to a critical problem for the third factor underlying the "investment contract" concept, the requirement that there be an expectation Note that this result would apply to other virtual currencies in the bidirectional and unidirectional categories that normally would only require real currencies in exchange for virtual currencies. Here, the case with Bitcoin is even stronger than most virtual worlds that allow bidirectional RMT [i.e., "real money trading"] because whereas some users in Second Life may argue that their interests do not require them to participate in the RMT exchange, all users in Bitcoin engage in bidirectional RMTthe alternative currency purpose of Bitcoin. Yang (2013) on the "investor"s" part that profits will be derived solely from the efforts of the promoter or third parties. Again, the disparate, peer-to-peer nature of the Bitcoin network would seem to presuppose the active participation of those involved, not a passive reliance on the efforts of third parties.
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While we may have doubts about the legal argument that cryptocurrencies are "securities," there is little doubt that swaps and derivatives contracts based on these currencies -arrangements that are a near reality already 2 -would themselves be classifiable as securities or commodities subject to regulation and disclosure requirements.
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Bitcoins as "Currency"
The Securities Exchange Act of 1934 expressly excludes from the definition of the term "security" for purposes of the act "currency or any note, draft, bill of exchange, or banker's acceptance which has a maturity at the time of issuance of not exceeding nine months, exclusive of days of grace, or any renewal thereof the maturity of which is likewise limited." 4 The term "currency" is not defined by the securities laws. Cryptocurrency or "virtual currency" has commonly been characterised as "a medium of exchange without government backing that can be circulated over the Internet," 5 but one might reasonably argue that the term "currency" ought to be read as referring only to conventional, government-sponsored currency.
Consider, for example, a December 2013 notice issued jointly by the People's Bank of China (PBOC) -China's central bank -and the Ministry of Industry and Information Technology, the China Banking Regulatory Commission, the China Securities Regulatory Commission, and the China Insurance Regulatory Commission that has banned financial and payment institutions from using Bitcoin.
6 This is a very significant development, for two two reasons. First, the notice is an official response to the cryptocurrency phenomenon by the country with arguably the largest Bitcoin trading volume in the world, with multiple trading platforms, including BTA China, China's largest Bitcoin trading platform. 7 Second, it represents a decisive choice to regulate Bitcoin trading as private transactional activity and to reject the characterisation of Bitcoin as a currency, "virtual" or otherwise. The notice requires Bitcoin trading platforms 1 Cf., e.g., ETS Payphones, Inc., 408 F.3d 727 (11 th Cir. 2002) (emphasizing essential managerial efforts of placement, collection and maintenance of products). 2 See Leising & Brush (2014) (describing the development of Bitcoin swaps). 3 It is reported that the Commodities Futures Trading Commission is already considering appropriate regulatory measures to govern such instruments as commodities. Leising & Brush (2014) . 4 15 U.S.C. § 78c(a)(10). 5 Alexis & Ferullo (2013 In contrast, in an interesting development, in May 2014 Spanish tax authorities indicated that they are monitoring the evolution of cryptocurrencies, given their potential use for money laundering.
3 Without clearly identifying Bitcoin as either currency or property, the Government stated in response to a parliamentary query, that the €2,500 limit placed on cash transactions could apply to Bitcoin transactions. 4 
Bitcoins as Consumer Transactions
One approach that seems to be favoured by some U.S. jurisdictions is to treat cryptocurrencies as consumer transactions.
5 Indeed, the only concrete step step taken so far at the state level in the United States has been the issuance of consumer-oriented "guidance" by the North American Securities Administrators Association and the Conference of State Bank Supervisors in April 2014. 6 While not mandatory in any sense, the Model State Consumer and and Investor Guidance on Virtual Currency offers suggestions to state regulators in informing consumers about virtual currency. Consumers should be advised to consider, when trading or investing in virtual currencies, that virtual currencies may be unregulated; that they can be stolen or otherwise subject to cybercrime; 7 that they are volatile in value; that they have been connected to criminal activities; and, that virtual currency transactions may be taxable.
Conclusion
Until its own collapse amid fraud charges, Mt. Gox was a trading website for Bitcoins ("btc"). It provided public and readily accessible trading data that reflected Bitcoin market performance.
How have Bitcoins been performing? We have been running a modest empirical test, beginning Christmas morning 2013. (See Figure 1, The gains reached as high as 15.15 percent, 1 prior to the market adjustment that resulted from the collapse of Mt. Gox. The performance tends to flatten out when you look at a longer trading period, for example six months to the past year. (See Figure 2 , reproduced below.) However, from the time that Bitcoin trading began attracting news coverage -roughly, from the Fall 2013 forward -the appreciation in value markedly increased. What is as yet unclear is the extent to which, if at all, these dramatic gains reflect market manipulation in Bitcoin trading.
2 Indeed, it is conceptually challenging to consider what manipulation would mean in this context.
Figure 2. Longer term Bitcoin Performance
Source: LTC/USD 6-months Chart from BTC-e
We may never have a complete answer to that question. Mt. Gox, the Tokyo-based Bitcoin exchange, filed for bankruptcy in Japan in February 2014 after disclosing that it could not account for approximately 850,000 Bitcoin units, including more than 700,000 units belonging to its customers.
3 (While   1 On the downside, these gains may have been greater, but for the fact that my technical adviser periodically liquidated incremental gains from the account. On the upside, this practice protected us from greater account losses as the market decreased dramatically after the collapse of Mt. Gox.
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Cf., e.g., 15 U.S.C. § 78i (prohibiting manipulation of securities markets). Mt. Gox has since announced that approximately 200,000 Bitcoins had been located, customer losses still exceed $218 million.) Parallel suits were brought in the United States by U.S. customers against the company's U.S. affiliate, Mt. Gox principal Mark Karpeles, another company controlled by him, and other Mt. Gox insiders, as well as Mizuho Bank Ltd., the Japanese bank that processed transactions for the exchange. Whether the "losses" were the result of gross negligence or fraud, 1 these recent events underscore the need for clear transactional and regulatory frameworks appropriate to the Bitcoin context. For example, treating the financial obligation represented by the Bitcoin variously as either an "investment note" where it is investment-motivated, and thus subject to the protections of the securities laws, or a "commercial note" where it is motivated by short-term commercial or transactional objectives, and subject to ordinary principles of contract and payment laws. Such nimble treatment is essential if cryptocurrency regimes are to be more than an e-tulip mania, 2 a whimsical curiosity of the Internet age.
